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These findings helped us to draw reliable conclusions about the importance of internal 
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Introduction 
The banking industry worldwide has faced considerable bank collapses over the 
years. Such failures constitute major threats to economic stability. Αs a result, central 
banks and governments feel concern because of their systematic nature since they could 
sharpen recessions and act as catalyst for financial crises (Basel, 2004). The most com-
mon problems that a bank may face are internal control problems. That latter had per-
mitted rogue traders to provoke huge financial losses to these banks. For instance, in 
2012 HSBC the largest financial institution in Europe, stated in public that it was having 
poor money laundering controls and consequently was fined for $ 1.9bln. Internal con-
trol is a critical aspect of an organization’s governance system since it has the ability to 
manage risk, ensures the achievement of an organization’s goals and protects stakehold-
er value (IFAC, 2012). Institutions should secure that their internal control systems work 
in accordance with today’s business model, which has changed over the years. Charac-
teristic features of modern business models are: increased use of shared services, out-
sourced service providers, overreliance on technology and increased stakeholder expec-
tation. As a result, business risks were amplified dramatically and the reconsideration of 
COSO's framework back in 2013 was deemed necessary. 
Auditors are the experts, who are entitled to have access to internal control sys-
tems and both disclose and prevent similar incidents that mentioned above by following 
the appropriate standards. Auditors' responsibilities are to assess and evaluate the 
trustworthiness of internal control system of its company, to determine and plan the ex-
tent and process of audit work (Gaumnitz, Nunamaker, Surdick & Thomas, 1982). Ac-
cording to the Generally Accepted Auditing Standards (GAAS), companies are obliged to 
be evaluated by the external auditors under specific procedures such as fraud risk as-
sessment, so as to obtain a more sufficient view of their firm and their internal control 
environment before the audit process.  
Fraud risk is defined as the vulnerability that an organization confronts from indi-
viduals and it stems from both internal and external sources. Fraud risk assessment is a 
procedure which designed to proactively detect and face an organization’s foible point 
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related to internal and external fraud. The most favorable techniques used to conduct 
the fraud risk assessment are the interviews, focus groups, surveys, Anonymous feed-
back mechanisms. 
Fraud risk assessment is a crucial tool for an entity because it identifies where and 
how fraud could occur, and who is capable to commit it.  It defines a structured process 
that procures fraud risk schemes and controls that may prevent or detect any existing 
aspect of fraud.  It constitutes the key element to any Anti-Fraud Framework, enhances 
the organization’s capacity to evaluate, moderate and monitor risks arising from fraud 
and corruption. It goes without saying that the existence of fraud is related to manage-
ment’s procedures and decisions.  
Moreover, Fraud risk assessment assists management to understand risks that are 
unique to its entity’s activities, to identify gaps, weaknesses in controls and prioritize 
those controls, to manage those risks and to develop a realistic plan to reduce fraud 
risks. The main reasons to conduct a Fraud Risk Assessment are to enhance communica-
tion and knowledge of fraud, to indicate vulnerabilities of a company to fraud and the 
activities which expose it to great risk and to determine strategies which will diminish 
fraud risk. Monitoring techniques assess internal controls since fraudsters never cease to 
improve their skills. It is generally accepted that the clear majority of fraud is undetected 
unless there is an active anti-fraud policy into place by firm, which is in compliance with 
standards set by national regulators. (Andreas Koutoupis, The role of Internal Audit in 
the Fraud Risk Prevention, Detection &Investigation, Unpublished Material) 
Fraud risk assessment in the banking sector contains a combination of processes 
and models, results of scientific research, on which banks are based so as to implement 
risk based policies and practices. The fact that today’s risks could become tomorrow's 
losses while they might not be immediate visible, makes risk measurement a mandatory 
need for the banks and an essential factor to their survival. The main reasons that made 
risk-based practices to develop so quickly can be summarized into the following sen-
tence:  banks have strong incentives to move rapidly into that direction, regulations have 
developed guidelines for risk measurement and for defining risk-based capital for all 
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types of risks, providing tools that make risk measures important and their integration 
into bank processes feasible. 
Given the strong criticisms, which have been reported against the banking industry 
worldwide for internal control problems, we decided to assess the effectiveness of inter-
nal control systems of Greek banks based on the control environment and monitoring 
activities of banks in Greece. The scope of this study is to examine fraud risk assessment 
and the system of internal control by identifying, assessing, rating, monitoring, control-
ling and communicating risks and finally by evaluating whether the above is used by the 
Greek banking industry efficiently and in compliance with regulations in order to prevent 
and minimize fraud.  
Also, our aim is to examine how fraud risk assessment may enhance enterprise 
strategy and enterprise risk management. As a matter of fact, the research done until 
now for fraud risk assessment will be analyzed and a quantitative research will take place 
so as to test the relevant process which is implemented in the Greek banking industry. 
Furthermore, the findings of our research will be analyzed and hopefully we will reach to 
useful conclusions. Through our research it can be concluded, whether the companies 
are satisfied by the implementation of the relevant controls that mitigate fraud risks.  
Accordingly, the current study aims to answer the following research question: 
“How the Board of Directors, Audit committee, Executive management, internal audit 
affect the impact and the likelihood of fraud in the Banking Sector?”   
To answer the research question, a quantitative approach was incorporated in 
this study. Based on the responses of external Greek auditors, the results of study indi-
cated that risk assessment is the only internal control system component that contrib-
utes significantly toward an effective audit program. To conduct this paper, 4 systemic 
banks (Alpha, National Bank of Greece, Eurobank Ergasias, Piraeus), one non-systemic 
(Attica) and 9 cooperative banks (Bank of Karditsa, Bank of Thessaly, Bank of Evros, Bank 
of Drama, Bank of Chania, Pancretan Bank, Bank of Epirus, Bank of Pieria and Bank of 
Serres) participated.  
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Hypothesis-Expectations 
We focused our research if it is truly existed a well-structured internal control 
system and corporate governance in the Greek banking institutions and how they con-
tribute to the tackling of fraud. How efficient these two mechanisms are concerning the 
detection and prevention of fraud incidents. Furthermore, we are wondering if there are 
any actions taken in case of fraud incidents or if the banking institution have planned any 
new measures which they will applied in the near future.  
Given the current instability that prevail over the economic and political envi-
ronment we expect that the components to be directly related with each other. Since 
the Greek banking sector is funded by Emergency liquidity assistance (ELA) mechanism it 
is expected that the probability of default of them to be high. Due  to the economic crisis 
it also expected/estimated that the banking institutions have enhanced and updated 
their operational procedures and controls’ systems so as to protect themselves. 
It is the first time that a survey like this has been conducted for the Greek Bank-
ing industry, so the sources of data which we could use during our survey were limited 
(concerning literature review, statistics and conclusions, or even previous relevant stud-
ies, the outcomes of which we could use as comparison to our conclusions.). Given that 
the following study will present major results for the banking environment, many inves-
tors, bankers, auditors will be interested in scrutinizing our findings. Additionally, the 
majority of the banks that participate in our study have already requested a feedback of 
our conclusions.  
 
Chapter 2:  Banking Industry Environment 
In 2015 the world economy maintained its growth momentum, but recorded 
lowest growth rate (3.1%) compared with the previous year. Such poor performance 
attributed primarily the slowdown in emerging countries, especially China. In the euro-
zone economic recovery accelerated in 2015. For the third consecutive year, GDP 
growth in the euro area was positive and significantly higher (1.5%) compared to the 
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respective rate of 2014 (0.9%). The recovery was based on the strengthening of private 
consumption and on an increase, albeit small, of investments. This favorable develop-
ment has helped the monetary policy of the ECB to be maintained.  A characteristic 
development was the start of quantitative easing program in March 2015, which 
aimed to restore inflation at levels close to 2% and which stimulated economic growth 
in the euro zone.  
All the above are sequence of the Lehman Brothers collapse in October 2008, 
which was the largest in history, since its assets surpassed by far previous bankruptcy 
cases such as WorldCom and Enron, having $639 billion in assets and $619 billion in 
debt. It has played a significant role in enhancing the late-2000s global financial crisis. 
Lehman's collapse leaded to intense the 2008 crisis even more and thus the decay of 
almost $10 trillion in market capitalization from global equity markets and   constitut-
ed the largest monthly drop at the time. Given the rapidly escalation of recession and 
the existing competitive environment, banks should adjust to the new trends of the 
market. 
The banking industry is considered as a strong and competitive field consider-
ing both the cost and the products. As a result, banks are forced to implement new 
methods so as to face their competitors and to attract more customers who will re-
main loyal. To succeed, they endeavor to decrease costs and they provide better offers 
for maximizing their profits and minimizing their losses-risks. 
 In the past, the banks were product oriented meaning that they were interest-
ed in selling as many products possible without preventing their customers’ inability to 
repay their debts in the future. The latter tendency, caused dramatically increase of 
credit risk. They were interested in acquiring as much market share as possible so as to 
gain competitive advantage and to continue to grow. Nevertheless, in the recent high 
speed and evolutional times, the expansion of business, deregulation and globalization 
of financial activities generated new financial products and increased level of competi-
tion even more. That made necessary an effective and structured risk management.
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2.1 Greek banking Industry  
The Greek large banks are aggressively managed, since they seek the oppor-
tunity not only to survive but also to maximize their profits and be developed despite 
the competitive environment. By increasing their capital, they are in the position to 
expand their services and to offer new products and services to their customers. The 
latter made the Greek banking industry represents one of the most sophisticated and 
modern sectors of the Greek economy (ELKE, 2004).  
The last 2 decades were very crucial for the Greek banking system. That era 
was dominated by an impressive growth and at the same time by a credit expansion of 
the Greek economy, which emanated from the liberalization of the flow of capital ac-
counts in the 90s. Meaning that, Greek companies and households could get loans in 
beneficial foreign currencies. In addition, the accession to the common currency (Euro) 
and the significant drop of interest rates concurred to the amplifying demand for cred-
it. These new conditions classified the Greek credit institutions at the top countries 
with the highest rates of lending growth in Eurozone.  
Even though, these opportunities for growth constituted a boost for the bank-
ing industry, at the same time they brought up risks and commitments which had to be 
complied with the European and International rules. It would not be feasible for the 
new financial products to be offered without the application of risk management 
models. Consequently, pricing of the financial products could only be achieved through 
the application of the modern risk management models for the banking institutions to 
be able to preserve a margin of profit, to continue to offer their products unimpededly 
and to satisfy their customers. Bank of Greece, which is deemed as the public supervi-
sion authority, applied more restrictive rules in order to ensure stability in the financial 
environment. 
In 2009, in accordance with the BSI indicator, the Greek banking system was 
the only EU-12 Banking system, which had been given a C rating, a fact that didn’t nec-
essarily mean that the Greek banks were in lack of capital. The rating was affected by 
other factors such as their smaller size and the lower sovereign rating of Greece, which 
became an obstacle for the credit ratings of the Greek banking sector. 
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The Greek banking system in 2014 was trying to stabilize. In 2015, however, the 
risk of collapse returned because of political instability. The decay in domestic activity, 
the outflow of deposits, the deterioration of the liquidity and loss of confidence 
brought major effect on the supply of bank credit to the real economy. Credit growth 
recorded for another year negative rates. The closing of banks and capital controls 
shielded the liquidity but resulted in the deterioration of the quality of banks' loan 
portfolio, given the weakness mainly of the businesses to meet their obligations. The 
stress test conducted in spring 2015 showed that the strengthening of the capital base 
credit institutions was more than mandatory. Recapitalizations were made under great 
time pressure, since if they were not concluded by the end of 2015, there would be a 
major deposit haircut risk, considering the new institutional framework applicable 
from 2016. This hostile environment lead to large reduction in the banks’ share prices 
which opened slightly above zero, and which had as a consequence the values of the 
portfolios of existing shareholders to be evaporated. Eventually the banks returned to 
private hands as large foreign institutional investors, and Greek investors as well, par-
ticipated in the recapitalization of the four Greek systemic banks. Existing shareholders 
and many new shapes occupied important positions in specific equity, motivated by 
attractive valuations and the expectation of improvement in bank balance sheets in 
the coming years. Total capital requirements for coverage and unfavorable scenario 
reached 14.4 billion euro. In this unfavorable context took part and cooperative banks 
which faced the side effects of the Greek economy. For instance, the reduction of de-
posits led to a reduction in liquidity and in need of some cooperative banks, making 
credit lines by the ELA or other Greek banks. The exercises conducted by the Bank of 
Greece showed needs for capital base in most Cooperative banks. 
To facilitate the fundraising passed in November 2015, the new institutional 
framework which allowed the entry into the cooperative capital strategic investors 
provoked by opportunity greater influence on the boards and general meetings. At the 
end of 2015, four cooperative banks raised their cooperative capital. Three of them 
successfully completed the increase of cooperative capital and continued their activi-
ties. However, one of them eventually failed to gather the required funds and entered 
special arrangements liquidation. Following these developments only nine cooperative 
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banks continued their operations. As an Unfavorable news characterized the shutdown 
in March 2015 of the Panhellenic Bank. After this fact, cooperative banks redesigned 
networking policy services. The closure of the Hellenic Bank did not affect the opera-
tion of cooperative banks and their customer service though.  
2.2. Sector analysis  
The accelerating changes from the developed to emerging economies have im-
posed huge redistribution of economic power in the banking industry worldwide. In 
the recent years, in the banking sector has been noticed intense trends to globalization 
and consolidation of the financial system. The main challenge of banks' regulators and 
supervisors has become the stability of the financial system all over the world. The Eu-
ropean and then the Greek banking scene have made gradual deregulation. At the 
same time, the international supervisory processes have also been developed and 
have acquired an adequate level of trustworthiness in the industry. 
For the sector analysis, several well-known methods are used such as 5 forces 
of porter, SWOT analysis and a financial analysis providing some ratios, which consist 
the main tools of macro environment analysis. Our aim is to understand the existing 
conditions in detail as well as to know how Greek Banking market works, and at the 
same time to assess the efficiency and profitability of the industry.  
2.2.1. Porter’s 5 Forces  
 Threat of New Entrance: It is considered to be low due to the regulatory and huge 
capital requirements including brand building, distribution networks and capital to 
lend and safety reserves. Another obstacle that may arise is the compliance with 
different anti-fraud measures and capital ratio requirements in foreign countries. 
Additionally, it is difficult for new banks to offer the required trust and services as 
big banks can do. It is much easier to start up a smaller bank, which can operate on 
regional level. Banks deal with other people's money and financial information. By 
far most important barrier for new banks is trust, since most people prefer to de-
posit their money to well-known banks, which are considered to be more trustwor-
thy. The banking industry has undergone mergers and consolidation in which major 
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banks are willing to serve all financial needs of each consumer.  This trend enhances 
the role of trust as a barrier to beginners in the industry that compete with well-
known banks, since customers are more likely to choose one bank to hold their ac-
counts and satisfy their financial needs. 
 
 
Picture 1: Porter’s 5 Forces 
 Power of Costumers: The power of the suppliers is mostly based on the market and 
it is assumed to be high. The main resource of a bank is capital and the major sup-
pliers of it in the industry are customers’ deposits, mortgages and loans, mortgage- 
securities and loans from other financial institutions. By using them, the financial in-
stitutions can guarantee that they have the indispensable resources to satisfy their 
customers' borrowing needs and at the same time to support their withdrawal ex-
pectations. The suppliers of capital may not be a big threat, but the threat of sup-
pliers luring away human capital does. Factors that affect the bargaining power of 
suppliers are the rise of investment avenues, the providers of funds, the interest 
rates, valuations and the economic outlook. 
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 Power of Buyers: The individuals have low bargain power in the banking industry, in 
contrast with large corporate clients due to larger revenues that are being created. 
As a result, financial institutions offer appealing exchange rates, more services etc 
to get high margin corporate clients. 
 In general, high switching cost was the major factor that induces the power of 
buyers. For instance, if a person has one bank to service its needs such as mortgage, 
loans, credit card, checking account and mutual funds, it can be huge hassle for that 
person to switch to another bank. Banks, in order to entice customers, try to reduce 
the fees of switching since they are price sensitive, but many people prefer to stay 
loyal to their current bank. So, it can be concluded that the bargain power of buyers 
is moderate to high. 
 Competitive Rivalry: This threat in banking industry is considered as highly competi-
tive due to numerous competitors, large exit barriers, the existence of many players 
of same size and similar strategies in the market. Also, there is no special product’s 
differentiation but there is strong price competition. Each bank should attract as 
many clients as possible from rivals by offering lower financing, higher rates, in-
vestment services and better conveniences from competitors. Winner is the one 
who provides both the best and fastest services, but this could also provoke a lower 
ROA. This fact could work as an incentive to accept on high-risk projects.  
Mergers and consolidations in the industry have already started and this phenome-
non is expected to be more intense in the long run, since major banks tend to prefer 
to take over or merge with other banks instead of spending their money in market-
ing and advertising. 
 Substitutes: Threats of substitution are not derived rival banks but from non-
financial competitors, investors, NBFCs that possess a significant proportion of mar-
ket share and small co-operative banks. These non-financing companies such as big 
name electronics, jewelers, car dealers inclined to offer preferred financing on "big 
ticket" items, where they bid a lower interest rates on payments, thus, costumers 
would fall back on them to get loan. Concerning deposits and withdrawals, the in-
dustry does not suffer any real threat of substitutes- they are not much of a threat. 
Although, services such as insurances, mutual funds and fixed income securities are 
threatened by non-banking companies. Significant factors that influence the tense 
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of substitution are the close relationships among costumers and the conservatism 
consumers.  
Some examples that could be mentioned and characterized as substitutes are: 
loans from family/friends which are limited and not recognized by law/ not formal, 
pay day loans which provoke bad reputation because of poor regulation, rent pay-
ments might be lower than mortgages but they do not provide asset ownership and 
saving money. 
2.2.2. Swot Analysis 
The SWOT analysis below is referred to the Greek Banking Industry so as to 
provide a clearer and deeper presentation of the current banking environment, 
concerning new conditions of the market.    
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Strengths 
An experienced and efficient management always indicates a strong and com-
petitive organization. Other strengths that it could mentioned are the increase in labor 
cost and the already existing distribution network for the banking sector.  
Opportunities 
As opportunities are illustrated at picture 2 the development of new products / 
services, the entrance in new market and expansion. These three it could be more ap-
plicable for cooperative banks, since all of them operate in local markets and they do 
not offer the same services (e-banking) comparing to the systemic banks if the Greek 
market was attractive for new investment and strong. 
Although, given the current economic recession and the collapse of the banking 
industry in the last few years, we are not in the position to depict strengths and oppor-
tunities that are responding to real market conditions. However, we are able to pre-
sent some of them at the picture 2 that they might fit in the banking environment in a 
more theoretical manner. On the other hand, we should not underestimate the threats 
and weaknesses of the banking industry, which have been increased dramatically over 
the years. Therefore, in the following section, a rather detailed reference is made to 
these factors. 
Threats 
Both the instability at political system (changes in taxation and legislation) and 
the continuing rising of non-performing loans have diminished the amount of financial 
capital and cash flows in the firms. Competition among banks for highly rated corpo-
rate needing lower amount of capital may exert pressure on already thinning interest 
spread. Additionally, huge implementation cost might have an impact on profitability 
for smaller banks. It can be noticed product innovation and product mix in competition 
at global level. 
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Weaknesses 
As a weakness, it is illustrated above the huge amount of taxes, which has dou-
ble interpretation. The first is the banking taxation in which a bank is imposed to high-
er tax rates. And the second, an indirect effect on banks, the increasing tax rates that 
households and companies are obliged to pay. As a sequence, their income is decaying 
and thus the amount of non-performing loans is accelerating. To protect their capital, 
banks impose higher loan rates and at the same time lower debt rating. The inability of 
bank managements to increase the productivity and improve the performance ethic in 
their organizations could seriously affect future performance. 
The main reason of the boost of NPLs after the sovereign debt recession could 
be imputed to the contraction of domestic economic activity and the following in-
crease of the unemployment. In an IMF report is stated that the increase of non-
performing loans (NPLs) compose one of the most crucial problems for the whole Eu-
rozone, the same applies in the Greek economy. Our country is the leader of non-
performing loans, in line with the data from the International Monetary Fund (100 bln 
are in Greek banks’ portfolios). The IMF highlighted the need for the development of a 
plan to confront the NPLs' problem. This recommended solution should be a combina-
tion of intense monitoring, reformation of legislative framework and the development 
of a new market in which bad loans would be traded. 
2.3. Conclusion 
Both the globalizing economy and the strong competition among companies 
are the substantial causes of the creation of new more complex and risky products. 
Controlling the taken risk and reducing the costs are obligations of any institution. In 
order to succeed the latter, a well- organized department is required to deal with this 
problem. Greek banks, following the new more demanding environment, have invest-
ed in modern methodologies and developments of risk management. In the next chap-
ter a literature review is presented which is considered to be a key section of the pre-
sent paper.  
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Concerning cooperative banks, we can identify a major opportunity. The com-
petition is more lenient in allowing flexible small banks with knowledge of local mar-
kets to develop. Alongside the excellent knowledge of local conditions is leaving fur-
ther scope for growth of the Cooperative Banks. 
 
Chapter 3: Literature Review 
Τhe methodology of the present literature review which we used in this re-
search was based mainly on other literature reviews and on previously published pa-
pers. Although from our research so far, we concluded that not many articles dealt 
with the subject matter of our survey, luckily we found a few (but not many) rather 
useful opinions as to the interpretation of terms and definitions which we aimed to 
analyze in the present study. Another significant tool that helped us to extract interest-
ing conclusions has undoubtedly been the questionnaire which we sent to all Greek 
institutions participating in our research.  
Some authors emphasize the necessity and importance of control systems in 
the banking system since there are unlimited types of fraud. The significant types of 
fraud are separated in four major categories. All these types may arise as a result of 
employees working in a firm or due to external factors not internally connected with 
the firm. 
Asset Misappropriations  
This type of fraud is the most common one and it is the easiest one to detect. 
The company's assets relate with this type of fraud and as successfully Joseph T. Wells 
(1997) stated, "the company assets are used for sole purpose of capitalizing unfairly on 
goodwill and reputation of property owner."  In other words, everyone could use the 
companies' assets at his own benefit. Indicatively, asset misappropriation may include 
payroll fraud, inventory, receivable theft etc. 
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Bribery and Corruption 
This case of fraud is the second most frequently occurring type. Joseph T. Wells 
(1997) has given the following definitions regarding this fraud type: Bribery is defined 
as "the offering, giving, receiving, or soliciting anything of value to influence an official 
act" and it is classified into two categories: Bid Rigging Schemes and Kickbacks. The Bid 
Rigging Scheme occurs when an employee supports the supplier so as for his deal to 
prevail in the bidding process. On the other hand, a kickback involves, "a vendor sub-
mitting a fraudulent or inflated invoice to the victim company and an employee of that 
company helps to make sure that the payment is made on the false invoice. For his as-
sistance, the employee fraudsters receive some form of payment from the vendor. 
This payment is the kickback." 
Furthermore, corruption according to the latter author may be defined as 
"spoiled, trained, vitiated, depraved, debased, and morally degenerate’’. To put it 
simply, corruption is met when someone tries to change the ethics of another person 
relating to a company from good to bad. 
 
Financial Statements Fraud 
This is the least common type of fraud. It is responsible for the manipulation of 
the financial statements and the false economic data of the entity concerned. More 
specifically, the financial statements fraud arises when top managers of a company try 
to present a higher rate of earnings than the real one, by changing the data in the fi-
nancial statements (which means changing the debt to assets or report the credit as an 
equity, so as to show an increase in profitability of the company) in order to increase 
year- end bonus, or to show favorable loan terms. 
Internet Fraud  
 The last type of fraud is related to the use of internet. Since websites and email 
services are necessary tools for the achievement of financial transactions, fraud via in-
ternet is often used in order fraudulent transactions to be performed. In most cases 
internet fraud aims to obtaining of certain proceeds which are then transmitted to 
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those committing the fraud again via internet fraudulent means. Therefore, all finan-
cial institutions take extensive security measures against cyber fraud. 
Internal Control Components 
The importance and the necessity of the internal control system in the banking 
sector has been highlighted by many research papers in the past. "An insufficient in-
ternal control system often causes an inability to detect fraudulent activities and a de-
crease in the performance of the bank" (Adeyemi et al. 2011). 
The Basel Committee, (Basel 1998) and general the banking supervisor system, 
has in the core of its policy a healthy banking internal control system. Many may affect 
the system of internal control such as the senior management and the BoD. The BoD 
and senior management have the responsibility to form and establish an appropriate 
internal control mechanism. 
The internal control has many interrelated components including, risk assess-
ment, control environment, information and communication, control activities and 
monitoring. Respectively, the current study comes to investigate the effect of main 
part of internal control on the effectiveness of audit system. Although, the relationship 
between audits program effectiveness and internal control quality was overlooked in 
prior research. More specifically, there are studies which investigated the relationship 
between the quality of internal control and audit performance (e.g. Karagiorgos et al., 
2011) between audit program modification and internal control evaluation (e.g. Mautz 
& Mini, 1966). 
 The term internal control refers to "procedures, policies and practices to pro-
tect the organization assets, these different factors support the firm efficiency in its 
operations, ensure the accuracy in the accounting records and information, and assess 
management compliance with the policies and procedures." James A. Hall (2004).  As a 
result, as we mentioned before the internal control is composed of five basic elements 
which are: (1) risk assessment, (2) control Environment, (3) monitoring, (4) information 
and communication, and (5) control activities. Each one of these components is de-
scribed in the following sections. 
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1. Risk Assessment  
"Risk assessment must be utilized in firms to analyze, identify and manage risks 
related to financial reporting." (James A. Hall, 2004) Indicatively, these risks may arise 
when there is a change in the way a firm decides to operate, or when there is a reor-
ganization in the information system of a company. 
 
2. Control Environment  
This is the main type of control which is considered to be the stepping stone of 
all other control mechanisms. It defines the operating manner and the structure of the 
firm regarding the management of the firm. More specifically, a suitable control envi-
ronment guarantees that the board of directors or the audit committee has a more 
active role through management operational methods and assessing performance. 
Furthermore, it makes sure that the most appropriate procedures are followed in or-
der to manage human resources. The significance of the control environment forces 
auditors to study the structure of the organization concerning the management, the 
responsibility of the internal control and board of directors to perform their duties in 
the most effective way. Furthermore, they should report any irregular condition that 
may occur. Also, they should have a solid assessment of the industry and they have to 
set the conditions that may decrease the risks.  
On the other hand, the board of directors should implement these basic rules 
in the organization in order to avoid any conflict of interest. (E.g. set ethical standards, 
separate the CEO from the Chair person, establish an audit committee so as to ensure 
that the proper control process of economic data is followed, regardless of the work of 
external auditors.) 
3. Monitoring  
"Monitoring is a process to design internal controls and to assess the operation 
of the organization", James A. Hall (2004). Consequently, auditors should monitor the 
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firm's activity by using other procedures to test the system of internal controls and to 
report its strengths and weaknesses. 
 
4. Information and communication 
Accounting information systems consist of methods used to record, analyze, 
classify and identify transactions that occur in the firm. However, as James A. Hall, ra-
ther successfully pointed out, communication systems consist the basic factors that 
‘’will help the company to recognize assets and liabilities in making decisions concern-
ing the firm operations and preparation of the financial statements".  
 
5. Control Activities  
This stage of internal control is related to the procedures and policies which 
identify the risks of the firm. Control activities have two rather distinct subcategories: 
physical controls and computer controls. ‘’Computer controls are related to the IT en-
vironment and auditing which is classified into (1) general group related to entity wide 
concerns like control of data centers and firm database, and (2) application controls 
which are related to specific systems like sales processing order and accounts payable. 
Physical Controls are related to human activities employed in accounting systems; it 
can be manual such as physical custody of assets or may be used by computers to reg-
ister the transactions". (James A. Hall, 2004). 
As a result, the survey tries to make clear the relationship between the way 
which the internal control operates and the audit program effectiveness. To this direc-
tion, we aim to bridge the gap between the previous studies and to contribute some 
knowledge in this field (especially in developing countries where this kind of surveys is 
not frequently met). 
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Fraud Risk Assessment 
As mentioned in the previous chapter, the term “Fraud” refers to any inten-
tional act committed to secure an unlawful gain. All banking institutions in order to 
detect and deal with a fraud incident should establish an antifraud program. This spe-
cific program consists of five major steps: 1) Establishment of a Baseline, 2) Fraud Risk 
Assessment, 3) Evaluation of Control Processes, 4) Residual Risk Assessment and 5) 
Program Standardization and Remediation. 
Analytically, with the term “Establishment of a Baseline” we mean that each 
banking institution should set suitable corporate governance rules which will allow 
stakeholders to have a lucid opinion regarding the banking operations. Also, the top 
management should document and assess the existing antifraud controls at an opera-
tional and strategic level. On the second step of “Fraud Risk Assessment” the banking 
institutions should link antifraud control system to the worst risk scenarios which are 
identified by the competent departments of each organization. According to the third 
step of “Evaluation of Control Processes”, all Greek banks should develop preventive 
and detective control mechanisms. To evaluate their control activities, all financial in-
stitutions should test the operating procedures of control effectiveness and identify 
any existing gaps in their antifraud control systems so as to address residual risks.  
Concerning the forth step of the said antifraud program, “Residual Risk As-
sessment”, all banks should avoid activities giving rise to general risk and at the same 
time they should try to reduce the likelihood of risk. The final step, “Program Standard-
ization and Remediation”, consists of the consideration of the causes and manners 
that fraud occurred and eventually of the report to the senior management regarding 
the possibility of recurrence. (Andreas Koutoupis, The role of Internal Audit in the 
Fraud Risk Prevention, Detection &Investigation, Unpublished Material) 
Corporate Governance 
The role of banking institutions all over the world is undoubtedly a catalyst for 
each country’s economic growth. Moreover, if we consider the fact that many differ-
ent sectors of the economy are developed due to the investments that banks trigger, 
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as well as the important role that they play through their participation in the govern-
ance of other corporations [Levine, 2004], it becomes evident that a banks smooth in-
ternal functioning may have huge impact on numerous sectors of the society.  
  On the other hand, as far as the internal operations of the banking institutions 
are concerned, Corporate Governance is recognized to be one of the most crucial in-
ternal banking operations. During the last decade, corporate governance mechanisms 
have been significantly evolved and strengthened, mainly due to the expansion of the 
big economic crisis and the said importance of corporate governance in the function-
ing of every bank. During 2008 and 2009, most banking institutions were focused on 
building and improving their Corporate Governance structures. However, liquidity 
problems prevented the banking sector from enlarging their operations to this direc-
tion. 
Despite the position that banks hold in the financial system, and as already 
mentioned above, despite the significance of corporate governance in the functioning 
of any banking institution, little attention has been paid to the effect of corporate gov-
ernance mechanism. Compared to other firms, banks have different corporate govern-
ance regime for two major reasons: a) lower levels of transparency and b) higher levels 
of government regulation have posed limitations to the ownership structure and the 
operation of banks [Levine, 2003]. 
As to legal regime which applies, concerning corporate governance regulation, 
the national legal sphere includes a set of rules which are aligned to international regu-
lations and practices formulated by the global financial system. Furthermore, all banks 
have to conform to the rulings of Basel Committee (Basel II), of European Central Bank 
inspection and EU directives and regulations. This plethora of regulations evidently add 
to the complexity of the regulatory framework and demand great caution and constant 
review of the compliance rules that every bank is forced to apply. To be more specific a 
recent survey (Erkens et al., 2012) provides some empirical evidence, during the finan-
cial crisis, on how corporate governance plays an important role to the performance of 
financial institutions. The current ominous economic environment has crucial im-
portance in the evaluation of corporate governance because indicates that there is a 
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lack of effective corporate governance in the banking sector and mainly in financial in-
stitutions that they are aligned even today with local corporate governance models 
and regulations (Moxey and Berendt, 2008).  
As for the Basel Committee, the senior management and the board of directors 
of the banking institutions have the primary responsibility for efficient corporate gov-
ernance. In general, Basel Committee principles guide the supervisory authorities in 
standardizing the local corporate governance. More specifically it gives a clear guide of 
responsibilities of the BoD and management in terms of banking institution strategies 
for its operations and in order to define clearly the accountability and responsibilities. 
Another fact should be the responsibility of BoD and senior management for the 
transparency of information regarding the operations of the institution (for instance 
decisions and general actions) and the disclosure of all this information. The above 
mention reinforces the corporate governance structure, as well as in general contrib-
uting to the enhancement of the banking sector. 
Moreover, a significant number of surveys concerning with the aspects of Basel 
II which have played a preeminent role to the right implementation of corporate gov-
ernance in the banking industry. In February 2006, the general suggestion of the Basel 
Committee concerns the establishment of clear definition of reporting lines and proper 
accountability towards the mechanism of supervisory authorities of banks. This proce-
dure will improve at a great level the internal controls procedures of banks and the 
banking supervision process itself. The Basel Committee's recommendations include 
general guidelines on the general structure of the banks in terms of Senior manage-
ment and BoD, considering them as two separated decision making authorities. (“En-
hancing Corporate Governance for Banking Organizations”, Basel Committee, Basel, 
February 2006).  
In general, literature offers an extensive view on the differences between 
banks and other firms in matter of governance: i) the lack of transparency, ii) opaque-
ness in the decision making and operation of banks and iii) the high levels of govern-
ment regulation [Levine, 2004]. Furthermore, Macey and O‘hara (2003) concluded that 
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in the differentiation of banks‘ governance should be added two more aspects, the in-
surance of the deposits and the different capital structure. 
 
Chapter 4: Methodology 
In this chapter the analysis of research methodology takes place. Specifically, 
the chosen methods are defined and procedures which were followed during our sur-
vey are explained. These methods, which are presented below, will help us to achieve 
our objectives and succeed to answer the main query of the study. As it is mentioned 
in the introductory chapter, our goal is to define the significance of the role of senior 
management and the corporate governance structure in general and how these indica-
tors affect and prevent the existence and the likelihood of fraud incidents within a 
banking institution. To accomplish this aim, both quantitative and qualitative research 
approaches are required. First, we had to make our own research and gather the fi-
nancial data so as to provide a clearer depiction of the financial condition of the banks. 
And then, we provided a questionnaire to each banking institution of our sample and 
collected the information concerning both the system of internal control and preven-
tion and fraud incidents, since these two fields are classified and only through this ap-
proach it is feasible to have access in such data. 
To gather all the primary data which would lead us to our final conclusions, we 
composed a relevant questionnaire which we then mailed to the participating to this 
survey banking institutions. Also, it should be highlighted, that all the quantitative data 
which are presented in the next chapter were gathered and estimated manually, they 
were not taken from any database. It goes without saying, that in the core of our sur-
vey was the evaluation of the collected data and consequently it becomes easily evi-
dent that the more the participants of our survey, the more reliable the conclusions of 
our research would be. We were more than happy to receive positive feedback from 
13 out of 14 candidate participants. Attica bank, a Greek systemic banking institution, 
has been the only bank which denied participating in our survey due to privacy reasons 
according to its article of incorporations, so our data and results are based on pub-
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lished information, financial reports, academic journals and databases.  Apart from the 
questionnaire, other methods of research which we used in this survey, has been the 
Univariate Ratio analysis and the Camels rating system. Also, in this chapter a sample’s 
analysis is followed so as to investigate the personal background of our participants.  
More detailed our sample is presented at the table 1 below: 
Table 1 : Sample’s Table 
BANKS ASSETS 2015 






SYSTEMIC    
ALPHA 69.296.200.000 -2066,42 14.779 
EUROBANK 73.553.000.000 -1750 17.521 
NATIONAL BANK 
OF GREECE (NBG) 
111.232.000.000 -3589 19.886 
PIRAEUS 87.528.200.000 -2958,4 20.719 
NON-SYSTEMIC    
ATTICA 3.669.300.000 -604,68 897 
COOPERATIVE    
CHANIA BANK 456.260.834 -3,405 197 
DRAMA BANK 34.013.982 -2,6 25 
EPIRUS BANK 205.926.884 -2,768 76 
EVROS BANK 51.174.524 -1,22 50 
KARDITSA BANK 83.050.752 0,48 35 
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PIERIA BANK 412.777.000 -2,508 14 
PANCRETA BANK 1.439.685.521 -0,046 394 
THESSALY BANK 177.563.297 -1,905 80 
SERRES BANK 57.770.664 -1,7  22 
 
The methods that are applied at this paper: 
1) Univariate Ratio analysis  
We used as tool a univariate ration analysis in a 5-year depth (2015-2011) 
so as to estimate the wealth of each bank and its performance over this period 
(ratios and probability of default). All the required data for the estimations of ra-
tios were taken from the financial reports of each bank from its bank’s official 
website.  
2) Camels rating system   
“CAMELS” is the abbreviation of six indicators namely Capital adequacy, As-
set quality, Management soundness Earnings and profitability, Liquidity and Sen-
sitivity to market risk: 
Table 2 : Camels’ indicators 
(C)apital  
adequacy:  
Each bank is obliged to have enough capital to 
cover its risky assets (at least 8% per BASEL III) 
(A)sset quality:  It refers to the quality of the loans given to all 
clients, meaning that the possibility of these loans to 
become non-performing loans (low or high possibil-
ity to repaid) 
(M)anagement 
soundness:  
The ability of the management and BoD of the 
bank to correctly monitor and control the risks that a 
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The ability of the bank to generate profit to be 
enable to expand, remain competitive and increase 
its capital. 
(L)iquidity:  It represents the ability of the bank to have 
enough cash to repay is current liabilities. 
(S)ensitivity:  It shows the sensitivity of loans and deposits to 
unexpected changes in interest rates. 
 
To apply this method there are two steps required to be fulfilled: the training 
and the testing. The first step is used for the estimation of the coefficients, which 
estimation follows the components of the function. The testing step is performed 
to estimate the probability of default. Specifically, for all systemic banks we per-
formed a common procedure for the requested 5 years’ period but for the coop-
erative banks we could not perform such a procedure due to lack of the neces-
sary data. 
  
We chose to use the new Camels model in which new variables were added 
as suggested by the Basel Committee. These new variables have greater predic-
tion accuracy compared to the previous model (overall prediction accuracy 
93.4%). The ratings of this method are not publicly available. They are notified 
only to the top management in order to prevent a possible bank to go bankrupt, 
when it receives a CAMELS rating downgrade. Institutions with deteriorating sit-
uations and downward trend to ratings are subject to continuous increasing su-
pervisory controls. This method will help us to define with accuracy the solvency 
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3) Corporate governance analysis  
The surveys of the last years have shown the gravity of the existence of a 
well-structured corporate governance as it is mentioned in literature review. The 
main goal of this analysis is to point out the structure of corporate governance in 
Greek banking sector and identify the differences among systemic, non-systemic 
and cooperative banking institutions and how these differences are related to 
the likelihood of fraud. The respectively collected data were gathered from the 
official web sites of each banking institution and its annual reports. 
 
4) Questionnaires 
The goal of this survey is to depict Greek reality regarding the interaction 
of (1) internal control system and (2) fraud assessment process when it comes to 
the likelihood of fraud in a bank, and how the system of internal control and 
fraud affects the global economic recession. The questionnaire contains 30 ques-
tions and was addressed to internal auditors and managers of the fraud depart-
ment. In order to conduct the questionnaire, we based our questions on two 
other surveys of Deloitte SA with similar research field, due to the limited litera-
ture concerning our research area so as to gather the needed responses and 
conduct more liable conclusions. We chose to focus our survey based on surveys 
of Deloitte since it is considered as expert in the market in the audit and fraud 
detection area. Our survey would not be as efficient as we expected if the ques-
tions were conducted only by our own experience and knowledge.  
The questions were of three kinds: 
 Sealed (Yes / No or increase / Maybe/ Not aware) 
 Multiple choice questions 
 Essay questions 
 Questions with rating scale of 1 to 5. Per this scale, 1 indicates the lowest level 
of likelihood while 5 the highest. As far as the analysis of the research is con-
cerned, descriptive statistics were used (eg frequency tables), tabulation and 
statistical techniques. 
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For the formulation of safer and effective results, it was crucial that the sample 
consists of professional subject to audit. Given the difficulty in finding such a qualified 
sample, two tactics were followed. Initially, we contacted the candidate institutions in 
order to introduce ourselves and assess their willingness to participate in our survey. 
Depending on the results of our first contact, we started an email communication with 
the competent departments indicated to us. During our initial communication with the 
competent employees, we met a great deal of reluctance as to the intention of the in-
stitutions to participate in our survey. The subject matter of our research obviously is 
of sensitive nature since it is related to confidential information, and is addressed to 
the inner core of a banks’ operation. We contacted 14 banking institutions and we ex-
pected to have our questionnaire answered by at least two departments of each bank 
in order to be able to evaluate the fraud aspects in more than one departments of 
each bank.  
Additionally, due to the nature of our data we could not have the ability to pro-
vide the questionnaires in 5-year depth to our sample in order to perform an econo-
metric model. Instead we try to improve our research by using alternative empirical 
methods which are presented above in this chapter.  
 
Chapter 5: Findings analysis- Interpretation  
5.1. Univariate Credit Analysis Graphs  
In order to be one step closer to the answer of our main to query we will apply 
the theory behind the bankruptcy prediction by using financial information from 2011 
to 2015. 
First, we intend to apply the Univariate Credit Analysis Graphs by estimating 
the three basic components of the probability of default for the researched period of 
five years. In this analysis, each ratio is evaluated on how it could be used by itself to 
predict bankruptcy without consideration of other ratios. Instead of performing logistic 
regression to each firm in order to estimate the probability of bankruptcy, we prefer to 
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use CAMELS method due to the fact that this method is used for industrial firms with 
these components only. Also, CAMELS method is more accurate and it considers more 
ratios. We chose to have an examined period of five years rather than a period of 
three years since our intention was to have a more comprehensive view of the compa-
ny’s downswing. According to the relevant legal provisions, until 2013 cooperative 
banks had to follow classical accounting banking standards, meaning that they were 
obliged to prepare and keep them publicly available both their balance sheet and in-
come statement. For this reason, we could not assess the operating cash flow to total 
liabilities ratio since there was no cash flow statement in the financial reports.  
5.1.1. Systemic- Non-systemic Banks 
Total Liabilities/Total Asset Ratio: It is a solvency ratio that examines how much 
of a company's assets are made of liabilities. Companies in financial distress will often 
have high L/A ratios. When a company faces decreasing revenues and poor long-term 
expectations of growth it is difficult to retain its equity.  
It illustrates the riskiness based on the capital structure. Excessive high amount 
of this ratio constitutes red flags especially when it exceeds 100%, since it means that 
Picture 3: L/A Ratio Graph 1
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the company’s liabilities are more than its assets.  It can be noticed that both Piraeus 
and Alpha Bank in 2012 crossed the maximum threshold while Eurobank Ergasias SA is 
slightly below it. Since then, we observe that all banks have tried to manage their fi-
nancials and gradually reduce this ratio. Attica has the best improvements, since it 
managed to reach 0.8 in 2015. The average ratio for healthy companies should be be-
low 0.5. 
 
Earnings before interest & Taxes / Total Liabilities: This ratio shows the firms 
profitability(Graph 2).  Even at this case from 2011 to 2015 the relevant rates present-
ed a significant deterioration and as it seems, so far there is no indication of improve-
ment; all banks tried to gradually improve their performance and the amount of losses 
until 2014. In 2013, Alpha and Piraeus Bank generated profits up to 3% and NGB had 
profits slightly above 0% (0.3%). Finally, in 2015 we can observe a huge drop of losses 
in Attica bank while in general all banks had worse performance than in the previous 3 
years. The latter probably stems from the memorandum that was signed by Greece 
that year and introduced painful fiscal measures, and which had consequently the 
bank run phenomenon that followed right after. Huge amount of cash deposits was 
withdrawn from banks in fear of an upcoming financial event, and thus banks lost their 
Graph 2 
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trustworthiness in only a few months’ period. It was only a matter of time before capi-
tal controls apply in all Greek banking institutions, aiming to prevent a total banking 
collapse.  
 
Operating Cash flow/ Total Liabilities: From this ratio, we can evaluate the 
firm’s ability to “create” cash flows. The operating cash flow ratio can measure a com-
pany's short-term liquidity. Use of cash flow instead of income, is considered to be a 
more accurate measure since earnings can be easily manipulated. Most banks have 
negative ratio over the examined five-year-period and we can easily confirm that an 
attempt to improve those ratios was made for Piraeus Bank in 2014 and for Alpha Bank 
in 2012. During 2011 and 2015 the cash flow abilities in all systemic banks deteriorated 
possibly due to the general economic distress.   
In 2015 Attica bank reported -23% in the ratio in graph 3 since it had a dramatic 
drop of operating cash flows. In addition to the other four banks which displayed a 
scanty amelioration. 
Graph 3 
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5.1.2. Cooperative Banks  
  
  Total Liabilities/Total Asset Ratio: We can observe in the graph 4 that this ratio 
for the cooperative banks is almost 80% on average revealing that there is more lever-
age and therefore a lower degree of financial flexibility. This is because debt servicing 
payments should be made under all circumstances otherwise the company run the risk 
of being forced into bankruptcy by creditors. While other liabilities such as accounts 
payable and long-term leases can be negotiated to some extent, there is very little op-
portunity to make changes in debt agreements, let alone concerning smaller banks. 
Therefore, banks with a high degree of leverage may find it more difficult during a re-
cession than one with low leverage. More specifically, all percentages are quite high 
but in 2015 we can observe a slight decrease of the ratio at Bank of Thessaly, Pancreta, 
Epirus and Karditsa bank, meaning that they try to manage their liabilities. It should be 
noted that total debt measure does not include short-term liabilities like accounts pay-
able and long-term liabilities. Like all other ratios, the trend of the total debt to total 
assets should also be evaluated over time. This will help estimate whether the compa-
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Earnings before interest & Taxes / Total Liabilities: For cooperative banks, this 
ratio suffers from lack of cohesion. On graph 5, each bank depicts totally different fi-
nancial conditions year by year. The environment seems unstable. It can be concluded 
that there is difficulty in predictions. Such enormous fluctuations in liquidity might also 
imply an increased possibility of potential fraud or deficiency of controls. It’s worth 
mentioning that Bank of Evros from 2011 to 2013 had EBIT to total liabilities almost 0% 
(0.03%, 0.02%, 0.04% respectively).  
5.2. Camels method 
At this part, it is presented the application of CAMELS default method for the 
five systemic Greek banks for 2011-2015. Concerning cooperative banks, it is applied 
for the last two years, since the needed data were not available in the financial state-
ments due to the relevant regulations that were at that time in place, as it is men-
tioned in the previous chapter. Cooperative banks are under international accounting 
and financial standards (IFRS) after 2014 and for this reason CAMELS default is per-
formed for 2015 and for a few banks for 2014 too.  
Graph 5 
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To compute the probability of default, first, we should estimate the appropriate 
ratios (CET1 ratio, net charge offs to loan, net interest margin, ROE, non-current assets 
to total assets and net loan to total assets).  Each of them represents Capital adequacy, 
Asset quality, Management soundness Earnings and profitability, Liquidity and Sensitiv-
ity respectively. Then the computation of the z-score using the ratios above and the 
appropriate coefficients is essential. For the estimation of the coefficients a sample of 
bankrupt and non-bankrupt banks is required. One major limitation is that we cannot 
perform the training step because there is a difficulty in identifying healthy Greek 
banks since all of them are funded by the ELA mechanism. The testing step is per-
formed to estimate the probability of default. Finally, we estimate the probability of 
default.  
For the evaluation of the ratios, it is needed to make some assumptions. Roe is 
calculated as net income divided to total equity which includes the preference shares 
and the non-controlling interest. As non-current assets are identified the sum of Prop-
erty, plant and equipment, Investment property, Intangible assets, Deferred tax assets, 
Other assets, Goodwill, Assets of disposal groups classified as held for sales. Also, the 
net charge offs ratio is estimated by dividing total provisions and total loans. Concern-
ing the coefficients and the constant term, we assume that they are the same as those 
of the US banks as they cannot be estimated with the available data.  
Additionally, the Z-score can be divided in ratings into five sections: 1. Range 
1.00-1.49 with description "strong", 2. 1.50-2.49 as "satisfactory", 3. 2.50-3.49 as 
"fair", 4. 3.50-4.49 as "marginal", 5. 4.50-5.00 - "unsatisfactory". Banks that have score 
less than two are high-quality institutions, while banks' scores that exceed the rate of 3 
are considered to be less-than-satisfactory. The functions used for z-score and proba-
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5.2.1. Systemic – Non-systemic Banks 
In this part, we calculated financial ratios of all six components of CAMELS rat-
ing system of our five Systemic Sample banks. A brief analysis of them is presented it 
below. The definition of each ratio is given in the following paragraphs: 
Net Interest Margin: The net interest margin measures the net interest income 
relative to the earning assets. A high ratio indicates low-cost funding or simply higher 
margins demanded. A high net interest margin is preferred if asset quality is main-
tained and, hence, the net interest margin is expected to exhibit a negative relation-
ship with the probability of default.  
Net Charge-Offs / Average Gross Loans: This ratio represents the written-off 
loan loss reserves less the recoveries as a percentage of gross loans. It is a measure of 
the percentage of current loans that have finally been written off. A lower ratio is pre-
ferred and therefore it is expected to have a positive relationship with the probability 
of default. Financial ratios, such as the net charge-off ratio, allow investors and credit 
analysts to evaluate the financial performance of a bank relative to its peers.  
Net Loans / Total Assets: This liquidity ratio indicates what percentage of the 
assets of a bank is tied up in loans. The higher this ratio the less liquid the bank will be. 
Hence, the relationship with the probability of default is expected to be positive. 
All five banks reported losses in both years on the annual reports, fact that is 
obvious from ROE since the percentages are negative1. The common equity Tier 1 ratio 
meets the criteria, is higher than 8% as it is presented at the Appendix A. Concerning 
net interest margin, the higher the net interest margin, the more flexibility the bank 
has in a changing-rate environment. Banks with total bank assets between $50 million 
and $99 billion had net interest margins between 3.5 and 4.1%. Alpha Bank, EFG and 
Piraeus have lower that the average and there is an increase of the ratio due to the 
                                                     
1 All the estimated ratios required for the CAMELS method are presented in the 
Appendix A  
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decline of total assets in 2015. NBG has more than 100bln total assets, such banks had 
net interest margins between 2.5 and 2.8%, but it also has ratio than the average. 
Table 3: Systemic Banks Probability of Default 
Banks Z-score Probability of default % 
 2015 2014 2013 2012 2011 2015 2014 2013 2012 2011 
Alpha 2,604 2,602 2,574 2,665 2,750 93,11 93,10 92,91 93,49 93,99 
Eurobank 2,599 2,593 2,588 2,477 2,971 93,08 93,04 93,01 92,25 95,13 
Piraeus 2,598 2,618 2,582 2,595 2,482 93,07 93,20 92,97 93,05 92,28 
NBG 2,650 2,601 2,616 2,571 2,375 93,40 93,09 93,19 92,89 91,49 
Attica 2,635 2,636 2,619 2,742 2,676 93,31 93,31 93,21 93,94 93,56 
 
The scores of each bank of CAMELS method are higher than 2.5 meaning that 
they are characterized as ‘fair’, the results are not 100% representative because of the 
coefficients. The probability of default of all banks, as it is presented at the table above 
is approximately 91% to 95% as it can be noticed at the table 3. There is a slight in-
crease for the last two years after the small decay in 2013. NBG has the highest in-
crease over the five years, almost 3% higher in 2015. Even though there is a decrease 
for EFG, it reaches the highest default percentage among banks in a five-year period in 
2011 at 95.13%, and there are measures that should be taken in order to mitigate de-
fault.   
The ROE and the Net Loans to Total Assets ratios are the biggest contributors to 
our high default figure.  Therefore, a solution for the ROE problem would be to in-
crease the bottom line of our bank (net income) or decrease shareholders’ equity.  In 
regards to net loans to total assets, the healthier loans that the bank undertakes the 
lower the probability of default. 
The situation of Greek banks is correlated with the general economic recession. 
These results are expected due to the recession and the facts that took place in the 
previous year such as referendum, which lead to bank run. The ECB controls the fate of 
the Greek banking sector and Greek depositors because without the funding from ELA, 
banks cannot respond to withdrawals. Just by looking at the massive increase in price 
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of insurance policies that would pay out if Greek bonds failed, it is easy to understand 
that the risk of a Greek default was boosted. The cost to insure Greek debt for one 
year against the risk of default was 456% since the start of the 2015. The CDS credit 
default swaps denoted that the probability of Greece defaulting on its debt was 75% to 
80%. It needed $3.6mln a year to insure $10mln of Greek bonds against the risk of de-
fault, which was 10 times more expensive to insure Greek debt than Russian debt. Dur-
ing the summer in 2015, the Greek stock market declined 13%, the bond market yields 
for Greek two-year debt had escalated up to 30.2% in June (yields in May:20%). 
On 30th of June 2015 Fitch Ratings downgraded NBG, Piraeus Bank, Eurobank 
and Alpha Bank. Long- and Short-term Issuer Default Ratings (IDRs) to ‘RD’ from ‘CCC’ 
and ‘C’, respectively, and the Viability Ratings (VRs) of these banks to ‘f’ from ‘ccc’. 
Greece was the first developed country, which default on the International Monetary 
Fund, as the rescue program that has sustained expired in July 2015.The uncertainty in 
the political and economic environment was prevailed, and the continual possibility of 
Grexit deteriorated even more the situation and increased the spreads.  Banks were 
closed with liquidity problems capital controls had been applied. Cash withdrawals 
were limited to €60 per day per account-holder. 
Part of Fitch statement (28/6/2015)2 
"The banks’ senior unsecured long-term debt ratings have been downgraded to 
‘C’/’RR6’ from ‘CCC’/’RR4′. The ratings reflect exceptionally high levels of credit risk, 
due to of capital controls as well as poor recovery prospects in the event of the default 
on senior debt obligations, due to very weak asset quality and high levels of preferred 
liabilities and asset encumbrance. VRS the downgrade of NBG’s, Piraeus’, Eurobank’s 
and Alpha’s VR to ‘f’ from ‘ccc’ reflects Fitch’s view that these banks have failed and 
would have defaulted had capital controls not been imposed, given the high rates of 
ongoing deposit withdrawal and the ECB’s decision on 28 June 2015 not to raise the 
Bank of Greece’s Emergency Liquidity Assistance (ELA) ceiling.  
                                                     
2(http://www.keeptalkinggreece.com/2015/06/29/fitch-downgrades-greek-
banks-to-restricted-default-on-capital-controls/) 
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Recovery Ratings are sensitive to the overall approach taken by the authorities to ad-
dress the banking system’s challenges, including any resolution tools that might be ap-
plied and the valuation and availability of free assets. Hybrid ratings would need to be-
come performing again for there to be any possibility of an upgrade."     
5.2.2. Cooperative Banks  
The required information for financial ratios was not available through any reli-
able source (database). For this reason, we studied consolidated annual financial re-
ports of all sample banks to collect them. The detailed study of the financial reports 
gives us some practical experience to analyze their financial position. Financial position 
of banks was analyzed and rated based on the CAMELS rating scale as it is presented in 
the beginning of the chapter.  
For the estimation of the ratios, it is needed to make some more assumptions 
concerning just the cooperative banks. The net interest margin ratio is computed by 
the subtraction of interest received and interest expense and then the deviation of it 
to net loans. Also, for the capital adequacy component we took the CAR and to the CET 
1 ratio. Additionally, for some banks we did not find information for this ratio for 2014. 
3The CAR ratio meets the criteria, is higher than 8%, for all cooperative banks 
except for Pancreta bank in 2015 with 7.67% and Chania bank in 2014 with 4,87%. Net 
charge offs ratio is ranging between 20%-30%. The Epirus bank has the lowest price in 
2014, 20.50%. In general, we notice that in 2015 all banks indicate an increase at this 
ratio meaning that their financial performance is slightly aggravated. Only the bank of 
Evros decreases it from 31% to 26%. The Net Interest Margin ration indicates meager 
prices, up to 6% (Bank of Thessaly), meaning that the asset quality is extremely poor. 
The bank of Pieria holds the worst score at 1.2% in 2015.  
                                                     
3  All the estimated ratios required for the CAMELS method are presented in 
the Appendix B 
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The ROE and the Net Loans to Total Assets ratios are the biggest contributors to 
our high default figure as it mentioned in the previous part. Concerning ROE, we ob-
serve big deviations among banks and they are not characterized by uniformity. Finally, 
Net Loans to total assets ratio is extremely high, more than 75% among banks, fact 
that means. The bank of Karditsa indicates the lowest value in both years 57.58% and 
47.37% respectively.  Bank of Thessaly faced a huge increase of the ratio up to 30% 
(83% in 2015). There was a general strain the increase of the ratio. Only the bank of 
Drama deteriorated it by 2% in 2015. The worst performance is noticed at the Pancreta 
Bank which reached the 86.2% in 2015.  
At the table 4 is illustrated the Z-score and the Probability of default of analysis. 
 
Table 4: Cooperative Banks Probability of Default 
Banks Z-score Prob. of default 
 2015 2014 2015 2014 
Thessaly 2,5364 2,5111 92,67% 92,49% 
Chania  2,5486 2,5606 92,75% 92,83% 
Karditsa 2,4809  92,28%  
Evros 2,5434  92,71%  
Drama 2,5245 2,5178 92,58% 92,54% 
Serres 2,5309 2,5171 92,63% 92,53% 
Pancreta 2,5321 2,5596 92,64% 92,82% 
Epirus 2,5472  92,74%  
Pieria 2,5296 2,5109 92,62% 92,49% 
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So, the systemic banks as the cooperative ones have extremely high percent-
ages of default, meaning they reach approximately 92%. This was an expected result 
because of the given economic recession. There were small fluctuations among banks 
in both years less than 1%. The same applies for the z-scores, except for bank of 
Karditsa which is slightly below 2,5. As it is highlighted at the table 4 all the other bank-
ing institutions are considered to be fair, fact which is analytically explained in the be-
ginning of the present chapter. 
5.3. Corporate governance analysis 
Most banks in Greece and general in Europe are characterized by a concentrat-
ed ownership structure, while only large banking institutions are trying to be diffuser. 
Moreover, from this ownership structure it should be expected that the high owner-
ship concentration percentage leads to reduction of agency costs and as a result even-
tually to a better performance. On the other hand, state ownership cannot solve the 
problem of corporate governance in banks, because probably there may be a conflict 
of interests as state is both the regulator and the owner. In addition, that conflict of 
interest may also create an important issue regarding the market competition in the 
banking sector, related to political issues. 
In general, the Corporate Governance of Greek banking institutions is charac-
terized by a sum of rules regarding the operation and organization of an incorporated 
company, with the aim to protect the lawful interests of every individual or legal per-
son transacting with the banks. Modern economic developments demand corporate 
governance rules to be constantly reinforced and adjusted to new economic needs. An 
effective and well-structured corporate governance policy not only enables each bank-
ing institution to operate in a more lucid manner, but it also improves sensibly its im-
age and reputation to the public.   
In line with the above mentioned, most systemic banks apply certain rules as to 
their Corporate Governance. Specifically, in most cases, there is a clear distinction 
among the duties of the banking Company’s Chairman and the duties of the managing 
Director. It is quite common to allocate further duties to other Committees of the Bank 
(such as the audit Committee, the executive Committee etc.) which in their turn act 
  -42- 
independently from the Chairman and the managing Director. However, international 
audit standards relating to Corporate Governance leave little room for large diver-
gence regarding the applied legal and economic regime, since there are strict interna-
tional principles that should be mandatorily followed by every operating bank in order 
for unwanted consequences to be avoided. Additionally, the implementation of a set 
of rules comprising the so called code of ethics is another useful instrument which is 
often adopted by several banks and allows them to improve both their Corporate Gov-
ernance and their internal audit system.  
On the other hand, in cooperative banks the corporate governance structure is 
not so complicated than the respective structure of the systemic banking institutions. 
Specifically, because the “operational circle” and the size of the cooperative banks are 
much smaller than the big systemic banks, there are not the same administrative 
mechanisms for the prevention and treatment of various potential frauds. Additionally, 
the majority of cooperative banks do not have separate committees to address various 
issues and consequently the management responsibility is entrusted to the Chairman 
of the Board or to some of the senior managers of the institutions, who have though 
received specialized training. As with systemic banks, from 2014 onwards, cooperative 
banks are required to integrate the corporate governance model, which is a much 
more appropriately structured corporate governance system. 
 
5.4. Questionnaires 
The following analysis is based on the responses of 13 Greek banking institu-
tions. Thirteen out of fourteen banks accepted to participate in our survey (with the 
exemption of Attica Bank). In the terms of the present analysis, we deemed as most 
appropriate not to separate the collected data according to their systemic or coopera-
tive origin, but instead to examine them in an aggregated manner. A comparison be-
tween the two kinds of banking institutions that participated in our research will be 
analyzed in the next chapter of this paper. 
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Out of the 28 Questionnaires, 26 were successfully updated and 22 were re-
plied. Therefore, the participation rate in the survey was 80%. This questionnaire is 
conducted anonymously4. Each bank’s name will be coded in variables due to confi-
dentiality reasons.  
Participants were men and women of internal auditors and executive manag-
ers. All respondents regardless of gender are above 30 years, except for one. 44.5% of 
the sample was between 30 and 40 years old and 36.4% were over 50 years old, while 
women have a relatively low participation rate of any age since the overall participa-
tion did not exceed 23%.  
The largest part of the sample has professional experience in the field of inter-
nal audit and working experience within the fraud department of at least 21 years 
(39.9% of our responders) while the percentage of the participants having between 16 
to 20 years of working experience is 36.4%. Furthermore, more than 65% of the partic-
ipants are highly educated (Master and PHD). This fact leads to the conclusion that the 
answers received are based on people who have a close relationship to matters relat-
ing to audit and fraud.  
2. Internal Control 
In this section the participants were called to evaluate the impact of different 
factors as to each of the following subject matters. They were given the choice to rate 
the most representative sentence on a scale from 1 to 5 (where 5 stands for the most 
suitable option). 
 
2.1 Control environment items 
 
Table 5 : Question 2.1 
 
ANSWERS 1 2 3 4 5 
                                                     
4 In detail the queries of the questionnaire is presented in the Appendix C 
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Communicating the importance of 
integrity and ethical behavior 
    31,8% 68,2% 
Haven organizational structure 
providing the framework within 
which the segregation of duties is 
determined 
   13,6% 40,9% 45,5% 
Clear objectives for all the person-
nel taking actions and responsibility 
  9,1% 27,3% 36,4% 27,3% 
 
According to the table 5, we observe that the majority of the respondents 
chose “the importance of integrity and ethical behavior” and the communication of 
the latter, as the most effective item able to affect control environment. It is worth 
noting that most participants (68,2 %) decided to express their strong belief as to the 
significance of this criterion by selecting the highest rating option (5). The other two 
alternative items received more or less equal ratings with the exception that almost 10 
% of the respondents evaluated the latter item with the second worse grade as to its 
effectiveness.  
 
2.2 Risk assessment items 
 
Table 6: Question 2.2 
 
ANSWERS 1 2 3 4 5 
Estimating the obstacles regard-
ing the achievement of business 
objectives 
  9,1% 9,1% 50,0% 31,8% 
Evaluating the implication of rele-
vant risks on financial reporting 
    13,6% 45,5% 40,9% 
Determining the appropriate in-
ternal audit scope 
    4,5% 45,5% 50,0% 
 
According to the results of the table 6 with regard to the data relating to the 
assessment of the risks which exist in all Greek banking institutions, we observe that 
the majority of the respondents evaluate the determination of the appropriate internal 
audit scope as the most significant instrument that banks have at their disposal in their 
efforts to detect and deal with future risks. 
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However, the respondents did not reject the importance of the other two items 
which were included in the survey, meaning the estimation of the obstacles regarding 
the achievement of business objectives and the evaluation of the implication of rele-
vant risks on financial reporting. On the contrary, the rating that each of the men-
tioned items has received, proves that those items play equally a very important role 
to the assessment of possible risks. 
 
2.3. Control activities items 
 
Table 7:  Question 2.3 
 
ANSWERS 1 2 3 4 5 
Reviewing and evaluating internal 
control systems in a periodic basis 
  4,5% 13,6% 40,9% 40,9% 
Having integrated accounting sys-
tems 
  9,1% 18,2% 36,4% 36,4% 
Describing policies and procedures 
of all functions and jobs. 
    18,2% 63,6% 18,2% 
 
As depicted by the results included in the table 7, and regarding the actions 
that need to be followed by each institution regarding control activities, we cοme to 
the conclusion that the largest percentage of the respondents (63.6%), graded with 
rating 4 the efficiency of the procedure regarding the description of the policies and 
procedures of all functions and jobs. 
An interesting conclusion one can reach by examining the collected data is that, 
although participants showed their preference to the third item with a largest per-
centage of unanimity, at the same time they chose to allocate grade 5 to the other two 
items on a greater percentage compared with item number 3. In that manner, they 
clearly stated they are most convinced as to the efficiency of the review and evaluation 
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2.4. Audit program effectiveness items 
 
Table 8: Question 2.4 
 
ANSWERS 1 2 3 4 5 
Stability of audit program     18,2% 50,0% 31,8% 
Proposed quantity of tested sample 
size 
    22,7% 40,9% 36,4% 
Proposed duration of testing   4,5% 31,8% 40,9% 22,7% 
Proposed details of audit program   4,5% 13,6% 45,5% 36,4% 
 
The effectiveness of an audit program and the procedures that are followed by 
every institution in its internal operations constitute one of the most important issues 
as far as the efficiency and the proper functioning of each institution are concerned. 
Specifically, as it is clearly depicted in the table 8, we observe that most respondents 
evaluate all 4 options with grade 4 (with the relevant percentages to fluctuate from 
40% to 50% of the respondents). The latter evaluation proves how seriously banks take 
the audit program effectiveness since by the collected date it arises that the majority 
of banking institutions takes into consideration and values as indispensable every as-
pect relating to the effectiveness of the applied audit program. A slightly strongest 
preference seems to be given to stability of audit program and proposed details of the 
audit program with those items to receive 50% and 45.5% of the respondents’ grading 
4 respectively. 
3. Fraud 
3.1 Do you believe that incidents of fraud will increase in the next two years? 
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In this specific question 50% of the participants, stated that it is possible for 
fraud incidents to increase during the next two years. 40% of the respondents believe 
that the banking institution where they belong is not likely to deal with an increase of 
fraud incidents for the next two years. This fluctuation is probably justified by the fact 
that apart from the big 4 Greek systemic banks, all operating banking institutions in 
Greece (even the cooperative ones) have to comply with a certain code of conduct, 
indicated by the European Central Bank and the Basel Committee. Subsequently many 
kinds of fraud are dealt with instantly or they are unlikely to arise. 
3.2 Which of the following types of fraud has your organization experienced in 
the last two years? 
Table 9: Question 3.2 
 
ANSWERS YES  NO  
Diversion of funds  45,5% 54,5% 
Bribery and corruption 18,2% 81,8% 
My company has not experienced 
any type of fraud 
22,7% 77,3% 
Regulatory non-compliance 36,4% 63,6% 
Internet and/ or Cyber fraud 36,4% 63,6% 
Financial statement fraud 9,1% 90,9% 
Money laundering 22,7% 77,3% 
 
Graph 6 
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During the last two years, the three main categories of fraud which most of the 
banking institutions had to deal with are the following: diversion of funds was chosen 
by 45.5% of the participants, regulatory non-compliance by 36.4%, and cyber fraud 
equally by 36.4%. It is worth mentioning that bribery and corruption as well as finan-
cial statement fraud, which are widely considered to be some of the most important 
sources of fraud within the financial institutions, were evaluated by the banking em-
ployees with particularly low percentages. This fact comes because of the general op-
erating rules mandated by international organizations and which all banking institu-
tions should apply. 
3.3 Which of the following measures have you considered implementing within 
your organization to tackle bribery and corruption? 
Table 10: Question 3.3 
 
MEASURES  YES NO 
Educating third parties associated with your business 
about your anti-bribery and corruption policy 
31,8% 68,2% 
Periodic training for employees to differentiate the forms 
of corruption 
72,7% 27,3% 
Making case studies and training materials available that 
showcase real-life scenarios of bribery and corruption 
63,6% 36,4% 
Penalties and actions to be taken upon the detection of 
bribery and corruption 
100,0% 0,0% 
Investment in technology and tools that can detect poten-
tial bribery related payments and conflicting business rela-
tionships 
59,1% 40,9% 
Senior management involvement in setting the tone at the 
top pertaining to zero tolerance 
81,8% 18,2% 
Spot audits of certain processes / activities 95,5% 4,5% 
Having a formal code of conduct and ethics policy with a 
dedicated section on tackling bribery and corruption 
90,9% 9,1% 
 
 The three main measures chosen by the participants regarding management of 
bribery and corruption incidents within banks collected particularly high percentages 
of approximately 90% (table 10). More specifically, «Having a formal code of conduct 
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and ethics policy with a dedicated section on tackling bribery and corruption» was 
chosen by 90% of the respondents, «Spot audits of certain processes» gathers a per-
centage of approximately 95% of the sample while the measure chosen unanimously 
by all the participants is «Penalties and actions to be taken upon the detection of brib-
ery and corruption». 
 
Question 3.4 
Since this question was an essay question the answers given were diversified. 
However, there were three main challenges that the majority of our survey’s respond-
ers both from systemic or cooperative banks imputed. These are the lack of interest by 
the firm’s employees, the development of an effective framework and collaboration 
among departments and senior management support. It is believed by the responders 
that the senior management support has a strong impact on how the employees react 
on compliance program of the organization. Also, tracking the level of compliance 
within employees as an answer was quite expected. A very small number of the re-
spondents also indicated as challenges, firstly the continuous auditing and monitoring, 
secondly the risk assessment process and the lack of dedicated resources.  
In the following years, it is quite possible to see an intense infliction of Europe-
an legislations concerning bribery and corruption, given the recent cases of enforce-
ment of the Prevention of Corruption Act. 
Question 3.5 
 
Survey respondents attributed the existence of fraud incidents to the lack of 
transparency-poor internal controls, economic crisis, personal characteristics and pres-
sure /stressful situations either due to financial distress or other reason relating to 
work (pressure from management to achieve specific goals) or home environment. For 
instance, during the economic recession, companies inclined to put extra pressure on 
executives and employees to increase earnings, usually by linking compensation to ac-
complishment of targets. Thus, compliance and fraud risk management processes are 
neglected, due to conflict of interest and fear of losing their job. Survey respondents 
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have also highlighted that poor system of anti-fraud control, low education and the 
working position allows fraud to be committed. 
 
3.6 How is fraud incidents detected in your organization? 
Table 11: Question 3.6 
 
  NO ANSWER 1 2 3 4 5 
Through Whistleblow-
er hotline 
13,6% 27,3% 31,8% 13,6% 4,5% 9,1% 
Statutory Audit 0,0% 18,2% 0,0% 4,5% 31,8% 45,5% 
Internal Audit review 4,5% 4,5% 18,2% 4,5% 22,7% 45,5% 
By accident 18,2% 13,6% 22,7% 22,7% 22,7% 0,0% 
IT controls 4,5% 9,1% 9,1% 22,7% 36,4%  18,2% 
 
The manners according to which banks try to detect possible incidents of fraud 
in their inner operations and which gather the highest rating (5) with the preference of 
45.5% of the respondents are statutory audit and internal audit review as it is illustrat-
ed in the table 11. Additionally, the respondents believe that IT controls play equally a 
rather important role as to the detection of fraud incidents, while accidental detection 
of fraud incidents is stated to be one quite common way of fraud detection which usu-
ally occurs during sample controls.   
 
3.7 Which of the following frauds was your company able to detect? 
Table 12: Question 3.7 
 
ANSWERS YES NO 
Asset misappropriation 40,9% 59,1% 
Bribery and corruption 59,1% 40,9% 
 Capital market frauds like insider trading 9,1% 90,9% 
Counterfeiting Cyber crime 36,4% 63,6% 
eCommerce fraud 18,2% 81,8% 
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Financial misstatement 31,8% 68,2% 
Mergers and acquisitions fraud 4,5% 95,5% 
Money laundering 54,5% 45,5% 
Supply chain fraud 18,2% 81,8% 
Theft of inventory 22,7% 77,3% 
 
The main types of fraud that banks managed to detect are bribery and corrup-
tion with a rate of 59.1%, money laundering with a rate of 54.5% and asset misappro-
priation with a rate of 40.9%. The findings at table 12 might be attributed to the fact 
that banks have faced such incidents in the past and have subsequently adjusted their 
operating methods and implemented technologies accordingly to avoid the occurrence 
of similar incidents. It is besides not disputed that every incident of fraud constitutes a 
valuable instrument for the understanding and management of future threats. 
3.8 Does your organization run proactive data analytics on the following pro-
cesses to monitor fraud? 
Table 13: Question 3.8 
 
Processes  Done Planned Not 
Planned 
Email and external communication 40,9% 13,6% 45,5% 
Receivables and collections 31,8% 13,6% 54,5% 
Times and physical access controls 50,0% 13,6% 36,4% 
Vendor and payment 45,5% 9% 45,5% 
Payroll and reimbursements 63,6% 13,6% 22,7% 
 
Based to the findings of the above question and to the manner according to 
which those findings are depicted numerically at table 13, we can conclude that the 
majority of the participants has either already applied the given processes or has 
planned their application. It should be noted that the category of receivables and col-
lections gathers the greater rate as a non-planned process.  
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The above findings can be easily interpreted due to the act that many of the 
cooperative Greek banks are rather small in size (regarding their activities.) Thus, they 
do not implement the control mechanisms that larger in size banks do. Moreover, the 
number of their employees is insufficient to cover such kind of operations. Last but not 
least, turnovers and capital managed by most of the cooperative banks are of a quite 
limited amount (compared to large banking incorporations) and subsequently officers 
of these banking institutions do not run proactive data analytics for the above pro-
cesses in order to monitor fraud. 
3.9 The most effective measures in fighting fraud 
Table 14: Question 3.9 
 
  No  
Answer 
1 2 3 4 5 
Introduction of provisions re-
lated to class-action lawsuits 
4,5% 4,5% 13,6% 27,3% 36,4% 13,6% 
Mandatory establishment of 
a vigil mechanism for banking 
institutions 
4,5% 9,1% 13,6% 27,3% 18,2% 27,3% 
Constitution of the Serious 
Fraud Investigation Office 
(SFIO) 
4,5% 13,6% 9,1% 27,3% 36,4% 9,1% 
Introduction of regulations on 
the appointment (e.g. con-
ducting due diligence) & code 
of conduct of Independent 
Directors for listed 
0,0% 0,0% 13,6% 27,3% 31,8% 27,3% 
Enhancement of the liability 
and accountability of Auditors 
to report instances of frauds 
0,0% 0,0% 0,0% 13,6% 54,5% 31,8% 
Greater degree of accounta-
bility on Board of Directors 
related to the prevention and 
detection of fraud 
4,5% 0,0% 0,0% 9,1% 36,4% 50,0% 
 
As we can see by the content of table 14, the basic measures used for the man-
agement of possible fraud incidents in the banking institutions are «Greater degree of 
accountability on Board of Directors related to the prevention and detection of fraud» 
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rated with grade 5 by 50% of the respondents, and «Enhancement of the liability and 
accountability of Auditors to report instances of frauds» rated with grade 4 of the 
54.5% of the respondents. Furthermore, equally important measures adopted for the 
dealing of some possible fraud incidents are «Constitution of the Serious Fraud Investi-
gation Office (SFIO)» and «Introduction of provisions related to class-action lawsuits» 
both rated with grade 4.  
The specific results reflect with the best possible manner a fact which is already 
widely accepted: the best instrument against the occurrence of possible fraud inci-
dents is the active participation of the Board of Directors in the control of the imple-
mented processes as well as the establishment of relevant standards. 
3.10 How is fraud discovered? 
 
Graph 7 
As depicted in both the graph 7, the method according to which banking insti-
tutions are currently able to detect the existence of a possible fraud incident is through 
automated data analysis or transaction monitoring software. The latter option was 
preferred by the impressive percentage of 86.4% of the respondents in a sample of 22 
individuals holding key positions in the inner control banking mechanism. 
Moreover, customer complaints are recognized as the second more wide-
spread type of detecting fraud with a rate of 54.5% of the respondents. The latter 
leads to the conclusion that many of the internal banking procedures have been con-
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siderably amended. It seems as though, a new mentality has started to evolve as far as 
management of possible fraud incidents is concerned. 
3.11 What has been the percentage of change in fraud incidents encountered 
by the Banking industry as compared to the last two years? 
 
Graph 8 
Around 41% percent of the survey respondents have stated that their organiza-
tions did not experience any fraud incident during the last two years. From our experi-
ence, organizations with robust internal controls detect red flags regularly and investi-
gate them for potential fraud. In the absence of red flags or fraud incidents, we would 
recommend that organizations would better amend their control mechanisms and 
keep testing their effectiveness. 
Moreover, we observe that many of the participants (41%) believe that a possi-
ble increase in fraud incidents in their banking institutions will not exceed 5%. This be-
lief might as well be justified by the fact that larger banking incorporations maintain 
independent audit departments, and as a result banks are sufficiently able to consider 
themselves as ‘protected’ from possible future fraud incidents mainly thanks to the 
modern IT systems in place and the procedures that are followed. 
 
3.12 Which of the following areas in your organization have encountered fraud 
incidents? 
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Table 15:Question3.14 
 







Private banking 27,3% 50,0% 





In this question, we can ascertain that the two most common areas where 
fraud incidents arise are retail banking (table 15), which receives the biggest rate 
among the given proposals (54.5%), and administration/procurement department 
which receives the vote of approximately 32% of the respondents. It should be noted 
that the second column depicts the rating scale of the given answers, meaning that the 
respondents were called to evaluate the frequency or intensity of their chosen answer. 
3.13 What are the reasons for the increase in fraud incidents in your organiza-
tion? 
Table 16: Question 3.13 
 
ANSWERS PERCENTAGES 
Lack of oversight by line manager or senior 
management on deviations from existing pro-
cesses 
59,1% 
Business pressure to meet targets 40,9% 
Lack of tools to identify potential red flags 27,3% 
Collusion between employees and external par-
ties 
18,2% 
Difficult business scenario 4,5% 
Changes to business strategy without changes in 
business processes 
27,3% 
Introduction of new products without adequate 22,7% 
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controls in place 




From the table 16 we can clearly realize that the answers which received the 
greater percentages of preference are a) lack of oversight by line manager or senior 
management on deviations from existing processes with a rate of 59.1%, b) lack of a 
fraud risk framework within the organization with a rate of 45.5% and c) business pres-
sure to meet targets with a rate of approximately 40%. The mentioned criteria consti-
tute the main reasons behind the occurrence of any fraud incident arising within the 
banking institutions. 
3.14 What are your organization’s biggest challenges to fraud prevention? 
Table 17 : Question 3.14 
 
ANSWERS  PERCENTAGES 
Lack of customer awareness 59,1% 
Difficulty integrating data from various sources 40,9% 
Lack of staff awareness 63,6% 
Inadequate fraud detection tools and technol-
ogies 
36,4% 
Difficulty investigating crimes across borders 13,6% 
Insufficient resources 13,6% 
Poor coordination with law enforcement 40,9% 
 
Over the years, and following many examples taken from banking institutions 
on an international level, Greek banks were obliged to adopt modern control and 
management mechanisms relating to possible fraud incidents, in order to be able to 
handle any case of fraud occurrence in a faster and more effective manner. More spe-
cifically, as depicted in the table 17, the participants support that some of the main 
causes leading to the occurrence of fraud incidents and which at the same time consti-
tute challenges that need to be handled effectively for the prevention of possible fraud 
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incidents, are lack of staff awareness, lack of customer awareness and poor coordina-
tion with law enforcement. 
3.15 Which areas do you feel are the most important and are crucial to an 
anomaly detection solution? 
Table 18:  Question 3.15 
 
ANSWERS Percentages 
Ability to highlight red flags where con-
trols are being circumvented 
95,5% 
Ability to identify where enhanced con-
trols are needed 
36,4% 
Provide enhanced tracking of high-risk 
customers 
45,5% 
Provide case management abilities 50,0% 
Provide audit trails 54,5% 
 
In this section, the answer which received the greatest preference percentage 
(95.5%) among the participants refers to the ability of the competent personnel to 
highlight red flags where controls are being circumvented (table 18). Equally, the re-
spondents believe that the inability of the officers to provide details as to the so-called 
audit trails constitutes a serious obstacle against the battle to detect possible fraud 
incidents. Both statements are pointing out how important it is for any banking institu-
tion to establish a well-structured audit system. 
Question 3.16 
Our survey’s respondents maintain that a whistleblower hotline should neces-
sarily have the following key characteristics: anonymity and confidentiality (50% of re-
sponders support this characteristic), the protection of whistleblower, independent 
and transparent and that it should be offered by a trusted third party. It also should be 
mentioned that the 20% of our responders did not reply to this question. Concerning 
the modes of access of the whistleblower hotline, responders’ opinion identified the 
need for double reporting methods either via email address or special phone number. 
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A recommended solution could be for a bank to provide a 24-hour response center to 
receive information from these channels. It is crucial for the success of the hotline pro-
gram the respectively support of the management. For instance, if managers share 
their experiences of testing the whistleblower hotline with employees, employees will 




Furthermore, to provide online service such as e-banking system is probable to 
be considered as risky, because of the prevalent concerns over the performance and 
security of the transactions/websites.  For this reason, we decided to include in our 
survey this question so as to identify the key fraud risks incidents that deter in banking 
institutions though the experience of bankers. 
While the mentioned above concerns may not have deterred in the banking in-
stitutions, survey respondents stated the most common fraud risks that a bank could 
face, which are the following:   
 Fraudulent transactions due to the use of either stolen or hacked credit/debit 
card information. 
 System’s safety meaning the appropriate framework or trust of internet privacy 
 Lack of websites security for instance hacking incidents concerning threat of 
stealing data and phishing  
 People unawareness 




Considering the increasing number of users who demand concurrent access to 
data and services over multiple devices such as desktop PCs, tablets, laptops and 
smart-phones, cloud computing is getting more appeal for banking institutions. With 
the development of technology, it is possible to accomplish transactions in real time, 
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such as payments deposits/ transfer accounts or edit data across multiple devices and 
locations. It is significant that companies aware of the risks. Therefore, they should de-
fine a comprehensive policy, which must be constantly reviewed and updated in ac-
cordance with changes in the service providers’ policies in order to moderate the pos-
sibility of incidents of cloud computing risks. 
Close to 31 percent of survey respondents were not aware of the frequency of 
the compliance and security policies pertaining to cloud computing were reviewed in 
their organization. Unexpectedly, we can mention that the responders included in 31% 
were employees in two out of four systemic banks, since it seems that such institutions 
were well-organized and prepared due to their size. Most banks update its system and 
policies in semi-annual bases. Finally, two out of 13 banks cloud computing is not ap-
plicable (one systemic, one cooperative). 
5.5 Conclusions-Interpretation 
According to the received feedback and our findings above, we compared the 
collected data and the information gathered from the relevant questionnaires in order 
to evaluate them and conduct conclusions related to the query of our research. Due to 
huge differences in the size of systemic and cooperative banks we cannot extend fur-
ther our analysis by comparing the findings of two rather differentiated categories. 
First, we (we separate the responses in systemic and cooperation banks) make 
a further analysis between systemic and cooperative banks based on the feedback of 
the questionnaires, so as to demonstrate the differences in their fraud risk assessment 
procedures. Our questionnaire is consisted from two major parts (system of internal 
control and fraud), from its part we chose to refer only to the representative questions 
to provide reliable results. 
Internal audit 
In this part of the questionnaire, we observe that both types of institutions fol-
low the same criteria as to the evaluation of their internal control system.  They give 
equally attention to all indicators of internal control (risk assessment, control envi-
ronment and activities, audit program effectiveness). It is significant that despite the 
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huge differences regarding their size and operations, they end up to apply common 
internationally recognized standards. 
Fraud 
Responses of systemic banks concerning the types of fraud that they have ex-
perienced the last two year are cyber fraud, diversion of funds, bribery and corruption.  
As measures to mitigate bribery and corruption, they implement periodic training for 
employees by using real-life case studies and invest in technology and development of 
new cyber security systems. In contrast, much of cooperative banks reported that they 
have never experienced any type of fraud. Though, there are few participants who 
mentioned regulatory non-compliance fraud and cyber fraud. In general, as institu-
tions, the systemic ones could detect asset misappropriation, financial statement fraud 
and money laundering. The same is valid for the cooperative ones with differentiated 
rates.  Fraud incidents can usually be detected by IT controls and system of internal 
controls. However, most of them are detected accidentally irrespective of the control 
systems that are in place.  
To prevent fraud incidents, banks decided to take measures which are deemed 
to be as the most appropriate for its one of them. Systemic banks choose to reinforce 
the degree of accountability on BoD and the establishment of vigil mechanism for 
them.  On the other hand, cooperative banks prefer to enhance the liability and ac-
countability of auditors to report instances of fraud and the constitution of the Serious 
Fraud Investigation Office (SFIO).  
Given the collected data, we concluded that main reasons for the increase of 
fraud in both systemic and cooperative banks are the business pressure to meet tar-
gets, lack of fraud risk framework and lack of oversight by senior management on de-
viations from existing processes.  
Our findings from univariate analysis and Camels method confirm our out-
comes from the responses of the questionnaires and provide the realistic depiction of 
the economic situation of Greek banks.  
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Despite, the huge differences in turnover and structure of governance, we con-
cluded that Banking institutions resemble with each other since they evaluate the sys-
tem of internal control by using common criteria as to the audit procedure. Further-
more, both systemic and cooperative banks deal with the same general types fraud 
and they end up to common grounds as to the appearance of fraud incidents. Howev-
er, each type of banking institution adopts different treatment approaches in fraud 
detection and prioritizes alternatively the types of fraud that potentially occur, fact 
that stems from their turnover. 
Related to the corporate governance analysis, we concluded that it is crucial for 
all banking institutions to develop a well-structured corporate governance mechanism. 
Specifically, in the Greek banking sector we observe the systemic banks are character-
ized by a reliable system of internal control which is reflected to the corporate govern-
ance mechanism that they have. On the other hand, the cooperative banks bear a less 
developed cooperate governance model which depicts the audit procedures that all 
these banks follow in order to detect and prioritize the potential fraud incidents that 
could occur. Furthermore, our aggregated sample has reached to the conclusion that 
the same major reasons lie behind the appearance of fraud are indirectly related to the 
top management and the general governance mechanism. 
 
Chapter 6: Conclusion and Recommendations 
Based on current economic recession, corporate governance is required to be 
implemented effectively by top management to the greatest possible extend. Given 
that, the failure of corporate governance contributes to the enhancement of the finan-
cial crisis. As the economic crisis is escalating, it affects even more the economic activi-
ties. Thus, internal audit directors' essential goal is to seek for alternative methods in 
order to add extra value to their institutions, fact that increases the likelihood of fraud 
incidents.  
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This survey’s aim is to assess if the structure of corporate governance and in-
ternal control’s system contributes significantly towards the effectiveness of audit pro-
gram as well as to evaluate the impact of fraud incidents to the Greek Banking sector. 
To accomplish this objective, 23 well-designed questionnaires were analyzed based on 
the responses of the participating auditors and managers. 
The result of study indicated that the general structure of corporate govern-
ance (the Board of Directors, Audit committee, Executive management) and internal 
audit affect to a great extend the impact and the likelihood of fraud incidents in Greek 
banking institutions. To be more specific, when there is an efficient internal audit sys-
tem and a well-structured applicable corporate governance, it is less possible fraud in-
cidents to arise. That fact reinforced from the mandatory implementation of the Basel 
Accord’s guidelines and the International Accounting and Auditing Financial Standards 
which all financial institutions are obliged to follow. To this direction, all cooperative 
banking institutions started to adopt these guidelines and standards since 2014 so as 
to develop a uniform evaluation system concerning banking institutions.  
Some recommendations that may maximize the impact of top management to 
banking institutions and which will eventually lead to the improvement of the internal 
control system are the following: the participation in meetings of major shareholders, 
enhance the communication system, evaluate internal controls system and maintain 
the same rate of progress with evolving practices. The added value of a well-structured 
internal control system, which bears the features mentioned above, will be the rein-
forcement of prevention and detection of fraud mechanism.  
Our survey provides extra knowledge in this area and pointed out weaknesses 
of internal audit system in Greek banking institutions, given that there are quite a few 
studies in this field concerning our country. This study also highlights some main fac-
tors that might influence the rise or reduction of fraud in a financial institution. How-
ever, there are some limitations. During our research the biggest difficulty that we 
faced, was that there were no previous relevant surveys regarding the Greek Banking 
sector. Therefore, we were not able to assess our conclusions in comparison with the 
findings of other researches. As far as the submitted questionnaires are concerned, it is 
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quite possible that the participants who were called to complete them might have not 
fully conceived the notion of our questions and as a result some of their answers may 
include misleading data. Another important factor that should be noted is that many of 
the competent auditors to whom the questionnaire was sent for completion, have the 
tendency to assign such kind of tasks to their subordinates since (and up to certain ex-
tend quite understandably) the completion of such questionnaires should not waste 
much of their valuable time. It is without question that such officers have a heavy 
working schedule and have sensible to prioritize their tasks. Additionally, the de facto 
limited number of the banking institutions operating in Greece and being able to par-
ticipate in our survey is obviously a limitation that we could not avoid. Finally, confi-
dentiality issues arisen due to the sensitive nature of the subject matter of our survey 
could not be overlooked. 
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Appendix  
Appendix A: Camels Method Ratios Systemic Banks 
  Year Ratio Banks 
  Alpha  Eurobank 
(EFG) 
Piraeus NBG Attica 
       Capital 
adequacy 
C 2015 CAR TIER 1 16,70% 17,00% 17,50% 14,60% 18,70% 
  2014 14,30% 16,20% 12,40% 13,50% 9,20% 
  2013 16,10% 10,60% 13,90% 10,30% 11,40% 
  2012 12,80% 11,60% 9,30% 7,80% 3,40% 
  2011 4,20% 11,50% -6,10% -3,70% 8,70% 
Asset quality A 2015 Net Charge 
Offs To Loan 
0,75% 0,04% 1,74% 0,82% 0,75% 
  2014 1,14% 0,87% 1,96% 0,18% 0,60% 
  2013 0,24% 0,17% 0,45% 0,27% 0,76% 
  2012 5,36% 0,20% 2,68% 0,63% 0,78% 
  2011 1,49% 0,28% 1,01% 0,52% 0,72% 
Management 
soundness 
M 2015 Net Interest 
Margin 
3,10% 2,28% 2,53% 2,24% 2,85% 
  2014 2,94% 2,17% 2,49% 2,06% 2,53% 
  2013 2,78% 1,96% 2,37% 3,36% 1,29% 
  2012 2,61% 2,27% 2,03% 3,61% 1,15% 
  2011 3,15% 2,75% 2,51% 3,85% 2,37% 
Earnings and 
profitability 
E 2015 ROE -15,47% -16% -18,92% -42,73% -50,9% 
 2014 -4,28% -19% -26,93% 1,01% -14,06% 
 2013 34,92% 26% 29,80% 10,25% -27,41% 
  2012 -144,7% 219% 21,83% 104,36% -188,58% 
  2011 -193,7% -628% 341,17% 517,91% -96,41% 
Liquidity L 2015 NCA to TA 12,76% 15,82% 17,00% 35,12% 20,40% 
  2014 11,64% 12,05% 14,20% 14,81% 13,18% 
  2013 10,02% 10,72% 11,41% 13,70% 9,65% 
  2012 9,24% 10,49% 14,57% 12,24% 9,70% 
  2011 9,79% 10,45% 15,00% 11,79% 8,54% 
Sensitivity S 2015 Net Loan To 
Total Assets 
66,65% 54,24% 57,80% 40,79% 75,15% 
  2014 67,95% 55,79% 64,00% 59,12% 80,71% 
  2013 70,12% 58,79% 67,78% 60,62% 81,40% 
  2012 69,66% 63,81% 63,36% 65,97% 83,14% 
  2011 75,87% 62,60% 68,90% 66,90% 83,07% 
 
 
   
  -2- 
Appendix B: Camels Method Ratios Cooperative Banks 
Banks Capital 
adequacy 





 C  A  M  E  L  S  
 2015 2014 2015 2014 2015 2014 2015 2014 2015 2014 2015 2014 
 CAR 
 




ROE NCA to TA 
 
NET LOAN TO 
TOAL ASSTES 
                      
Thessaly 8,59% 9,06% 29,60% 26,58% 6,27% 6,05% -5,96% 8,68% 12,94% 7,42% 83,16% 54,43% 
Chania  10,08% 4,87% 24,79% 23,78% 4,38% 4,36% 1,59% -3,50% 24,55% 19,43% 70,09% 62,15% 
Karditsa 18,11% - 24,19% 23,80% 4,99% 6,08% 4,83% -8,10% 5,83% 4,94% 57,58% 47,37% 
Evros 8,78% - 26,15% 30,93% 4,28% 4,79% -17,99% 7,84% 14,76% 11,26% 78,06% 78,61% 
Drama 12,39% 17,39% 29,13% 22,79% 2,03% 4,06% -44,28% 0,82% 21,31% 18,18% 71,79% 73,48% 
Serres 10,28% 12,56% 28,07% 23,21% 5,06% 4,39% -20,86% 3,056% 11,11% 8,43% 79,89% 75,32% 
Pancreta 7,67% - 24,82% 22,89% 3,49% 4,59% 3,80% 23,39% 11,17% 9,57% 86,19% 80,58% 
Epirus 9,30% 8%> 23,03% 20,50% 4,58% 5,27% -9,77% 25,25% 10,71% 9,03% 82,57% 72,20% 
Pieria 9,20% 15,68% 27,92% 24,20% 1,19% 2,54% -52,95% -29,47% 14,42% 12,55% 77,06% 69,82% 
 
Appendix C: Questionnaire 
Questionnaire 
We are students (Tryfonas Sakkos, Eleni Vasilikari) from International Hellenic Universi-
ty in Msc International Accounting Auditing and Financial Management and we would 
like to fill the questionnaire below, so as to conduct our dissertation. Also, we would 
like to thank you in advance for your time and willing to help us. 
“This questionnaire is conducted anonymously. Any data collected will be used in an 
aggregated and anonymous manner. Each bank’s name will be coded in variables.” 
 
1. Personal Background 
 
1.1. Gender:   Male……………………….   Female……………….. 
 
1.2. Age Group :  
 
Less than 30  
30-40  
41-50  
Over 50  
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1.3. Qualifications  
 






1.4. Degree field 
 
Accounting   
Bussiness administration  
Economics  
Finance  









More than 30 years   
 
1.6. In which bank institution do you work for?   …………………………….. 
 
 
1.7. Which is your working position in the firm?   ..………………………….. 
 
2. Internal control 
 
In the following questions when rating on a scale from 1 to 5 please have in mind 
that “1” indicates that an incident is met on a rare basis and “5” indicates great fre-
quency or fill in the appropriate box  .   
 
2.1. Control environment items 
 
Item 1 2 3 4 5 
Communicating the importance of integrity and ethical behavior      
Haven organizational structure providing the framework within which 
the segregation of duties is determined 
     
Clear objectives for all the personnel taking actions and responsibility      
 
2.2. Risk assessment items 
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Item                                                                                                          Rating  1 2 3 4 5 
Estimating the obstacles regarding the achievement of business objec-
tives 
     
Evaluating the implication of relevant risks on financial reporting      
determining the appropriate internal audit scope      
 
2.3. Control activities items 
 
Item                                                                                                         
                                                                                                             Rating  
1 2 3 4 5 
Reviewing and evaluating internal control systems in a periodic basis      
Having integrated accounting systems      
Describing policies and procedures of all functions and jobs.      
 
2.4. Audit program effectiveness items (rate from 1 to 5 the importance, as 1 the lowest 
and 5 the highest importance) 
 
Item                                                                                                      Rating  1 2 3 4 5 
Stability of audit program      
Proposed quantity of tested sample size      
Proposed duration of testing      




3.1. Do you believe that incidents of fraud will increase in the next two years? 
Yes…………   No…………. Maybe………. 
3.2. Which of the following types of fraud has your organization experienced in the last 
two years? (In case your organization has experienced any of the following types, 
please rate the frequency of the incidence on a scale from 1 to 5)  
 YES/NO RATING 
COLUMN 
Diversion/ theft of funds or goods    
Bribery and corruption    
My company has not experienced any type 
of fraud  
  
Regulatory non-compliance   
Internet and/ or Cyber fraud    
Financial statement fraud    
Money laundering    
 
 
3.3. Which of the following measures have you considered implementing within your or-
ganization to tackle bribery and corruption? (Rate from 1 to 5, which of the follow-
ing measures below are more appropriate to tackle them.) 
 
 YES/NO RATING 
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COLUMN 
Educating third parties associated with your business 
about your anti-bribery and corruption policy  
  
Periodic training for employees to differentiate the 
forms of corruption 
  
Making case studies and training materials available 
that showcase real-life scenarios of bribery and corrup-
tion  
  
Penalties and actions to be taken upon the detection of 
bribery and corruption 
  
Investment in technology and tools that can detect po-
tential bribery related payments and conflicting busi-
ness relationships 
  
Senior management involvement in setting the tone at 
the top pertaining to zero tolerance  
  
Spot audits of certain processes / activities   
Having a formal code of conduct and ethics policy with 
a dedicated section on tackling bribery and corruption 
  
 
3.4. What do you feel are your organization’s top three challenges in implementing an 












3.6. How are fraud incidents detected in your organization? (Responses are ranked 
uniquely from 1 to 5 with 1 being the least common and 5 being the most common 
practice used to detect fraud.) 
 
 1 2 3 4 5 
Through Whistleblower hotline      
 Statutory Audit      
 Internal Audit review       
 By accident      
 IT controls      
 
3.7.  Which of the following frauds has your company been able to detect? 
 
Asset misappropriation   
Bribery and corruption  
 Capital market frauds like insider trading   
Counterfeiting Cyber crime   
e-Commerce fraud   
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Financial misstatement   
Mergers and acquisitions fraud   
Money laundering   
Supply chain fraud   
 
 
3.8. Does your organization run proactive data analytics on the following processes to 
monitor fraud? 
 
 Done Planned Not 
Planned 
Email and external communication     
Receivables and collections     
Times and physical access controls     
Vendor and payment     
Payroll and reimbursements    




3.9. Which measures do you think will be the most effective in fighting fraud? (Respons-
es were ranked uniquely from 1 to 5, with 1- being least effective and 5 being most 
effective.) 
 
 1 2 3 4 5 
Introduction of provisions related to class-action lawsuits      
Mandatory establishment of a vigil mechanism for banking institu-
tions 
     
Constitution of the Serious Fraud Investigation Office (SFIO)      
Introduction of regulations on the appointment (e.g. conducting due 
diligence) & code of conduct of Independent Directors in baning in-
stitutions 
     
Enhancement of the liability and accountability of Auditors to report 
instances of frauds 
     
Greater degree of accountability on Board of Directors related to the 
prevention and detection of fraud 
     
 
3.10. How is fraud discovered in your firm? 
By a customer complaint   
Internal whistleblower/ anonymous com-
plaint 
 
During account reconciliation  
Through automated data analysis or transac-
tion monitoring software 
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3.11. What has been the percentage of change in fraud incidents encountered by 
the Banking industry as compared to the last two years? 
Less than 5%  
Increased by 5 - 10%  
Increased by 10 - 20%  
Increased by 20 - 50%  
More than 50%  
No change  
 
3.12. Which of the following areas in your organization have encountered fraud 
incidents? (please rate the frequency of the incidence on a scale from 1 to 5)  
 YES/NO RATE COLUMN 
Administration/ procurement   
Corporate banking   
Private banking   
Retail banking   
Treasury department   
External fraud   
 
3.13. What are the reasons for the increase in fraud incidents in your organiza-
tion? 
Lack of oversight by line manager or senior management on deviations from exist-
ing processes 
 
Business pressure to meet targets  
Lack of tools to identify potential red flags  
Collusion between employees and external parties  
Difficult business scenario  
Changes to business strategy without changes in business processes  
Introduction of new products without adequate controls in place  
Lack of a fraud risk framework within the organization  
 
3.14. What are your organization’s biggest challenges to fraud prevention and de-
tection? 
Lack of customer awareness  
Difficulty integrating data from various sources  
Lack of staff awareness  
Inadequate fraud detection tools and technologies  
Insufficient resources  
Poor coordination with law enforcement  
 
3.15. Which areas do you feel are the most important and are crucial to an anom-
aly detection solution? 
Ability to highlight red flags where controls are being circumvented  
Ability to identify where enhanced controls are needed  
Provide enhanced tracking of high-risk customers  
Provide case management abilities  
Provide audit trails  
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3.16. What characteristics do you feel, a whistleblower hotline should have and 








3.17. In your opinion, what are the key fraud risks for your organization from do-





3.18. Has your company experienced any issue due to cloud computing such as 
account hacking/ hijacking, data loss and leakage etc.? 
 
Yes…………..   No……….  Maybe………..   Not aware …………. 
 
3.19. How often are compliance and security policies pertaining to cloud compu-
ting reviewed in your organization? 
 
………………………………………………………………………………………………………………………………… 
